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The National Defense Strategy, released in January 2018,
was a clear signal from the Department of Defense to the
aerospace and defense industry that we’re entering a
period of transformation.

The strategy recognizes that the U.S. and its allies face
global security challenges that have grown more complex
and continue to evolve, particularly those driven by the
emergence of peer nation threats.

A core tenet is that the Department of Defense and our
international partners can no longer wait years before
fielding the next generation of technology. “The current
bureaucratic approach, centered on exacting thoroughness
and minimizing risk above all else, is proving to be
increasingly unresponsive,” the strategy says.

The A&D industry is now being asked to deliver
performance at the speed of relevance. Peer nations

are investing significant money into their research and
development programs. So the Department of Defense
wants an industry nimble enough to develop and then
deliver new technologies quickly in response to changing
threats, making it harder for adversaries to create offsets.

Congress has endorsed the new blueprint by

aligning defense spending increases around the
investment priorities clearly articulated in the strategy.
Cybersecurity, C4ISR, missile defense, nuclear forces,
hypersonics, high-energy lasers, electronic warfare and
space, among others, are all areas of critical demand.

The good news is that industry is well-positioned

to answer the challenge. New technologies such

as machine learning, artificial intelligence, additive
manufacturing, model-based engineering and
nanotechnology are allowing our engineers and
researchers to unlock amazing capabilities. The rate
of technological change, which has been linear for
decades, is now starting to bend upward, becoming
almost exponential. It will then be up to the A&D
industry and the Department of Defense to partner in
streamlining approval and procurement processes in
order to get these new technologies into the hands of
our servicemen and women, and our allies, quicker.

Another transformational shift is the strategy’s reference
to the National Security Innovation Base. It urges
industry to ally with non-traditional defense partners;
adopt commercial technologies and best practices;

and embrace the speed at which start-ups, small-scale
vendors and Silicon Valley move.

A&D companies
such as Raytheon
have been at

the forefront of
innovation for
generations. It’s
what we do. We
understand the
secret to rapid
innovation will be incorporating new technologies from
a wide range of sources and scaling up commercial best
practices to develop large, complex, mission-critical
systems. By transforming how we do business, A&D
companies will remain global leaders in creating the
innovative solutions needed to keep our nation safe and
secure.

We will do this while working with our international
partners. The National Defense Strategy also includes a
call to amass the greatest possible strength by working
together with allies and partners. Doing so will not only
help modernize the capabilities of our partners, but also
increase interoperability, provide new perspectives and
share development costs.

Furthermore, U.S. industry is well connected with A&D
companies overseas. Our engagement with them makes
us stronger in innovating, competing and delivering
advanced capabilities for our nations—capturing the
best ideas from around the world. These connections
also strengthen our nation’s international alliances and
enduring coalitions while helping to better support our
global security needs.

The fact is that our companies are already engines of
American innovation. Our industry supports 2.4 million
highly skilled U.S. workers and generated an estimated
$865 billion in total U.S. economic output in 2017. Industry
innovations have led to commercial applications such as
the microwave oven, radars, sensors—even the internet.
The technologies that industry is developing today will
help keep our nation safe, make our everyday lives easier
and support the U.S. economy and manufacturing base for
decades to come.

Thomas A. Kennedy.is.Chairman.& CEO of Raytheon
and Chairman of the Aerospace Industries Association.
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INTRODUCTION

By Colin Clark

The American military used to define and dominate
the most advanced technology-in the world.
Pumping money intolabs, DARPA and defense
companies, the Pentagon was able to drive
innovation and often do it in secret. The best
example of that may be the Second Offset, with

its stealth aircraft, precision-guided weapons and
computerized command-and-control. But when The
Obama Pentagon launched what it called the Third
Offset, then Deputy Defense Secretary Bob Work
— its intellectual father — it became clear the
military knew it needed to move much faster than
the traditional eight to 15-year timeline for buying
an advanced weapons system.

Sen. John Mccain, chair of the Senate Armed
Services Committee, has pressed hard to change
how the Pentagon bought weapons. He pushed
through what could be important changes to

the system, breaking apart the acquisition and
research and development functions and pushing
responsibility for new weapons to the four services
to-manage, instead of the Office of Secretary of
Defense. Frank Kendall, head of acquisition under
much of the Obama administration, pressed hard
to bring down costs and to speed the process up.
Obama Defense Secretary Ash Carter created

the Strategic Capabilities Office to take existing
technologies and move them quickly to the
battlefield for important systems.

But it’s been under the Trump Administration

that we’ve really seen the drive to buy faster
accelerate. Rapid Capability Offices have sprouted
in most services. Other Transaction Authority (OTA),
which bypasses much of the traditional process,

is mentioned by almost every service leader when
discussions about speeding acquisition come up.
Organizational changes are underway in space
acquisition and at other levels in the Air Force.

The Army has pledged to operate much more like

Special Operations Command and is creating-a
Futures Command to better manage-its-acquisition
programs, which-have had-a dismal record for the
last 20 years. The Navy works-harder to bundle
ship purchases together to save money.

Perhaps the biggest driver for the future is what
happens to the purchase of software, often
described as more important than the metal that
gets bent to build a weapon. The defense primes
are grappling with how to speed and improve
software development. Lockheed Martin keeps
pressing to improve the software, reduce the
number of bugs and speed its delivery for weapons
such as the Joint Strike Fighter. Raytheon has
embraced agile software development it first used
to rescue its OCX satellite ground station program.

We're at the early stages of all this change. Can
the Pentagon leadership keep the pressure up for
more speed while maintaining quality and get the
acquisition and research and development folks
to work closely together to avoid the so-called
valley of death, where R and D efforts sometimes
die before they can become regular weapons?
We won’t know answer to these questions for a
few years, but we know the US military is doing its
best to shake off the lethargy, cost increases and
bureaucracy that has afflicted military procurement
for much of the period since the end of the Cold
War. Perhaps the newly identified threats that
Russia and China pose will ensure we keep the
heat on and ensure we begin to catch up with the

relentless speed-of Moore’s Law.
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GAO DECISION THREATENS US

By Bill Greenwalt

Bill Greenwalt is sort of the Pied Piper of military
acquisition policy. Where he leads, others
often follow. After he wrote a series of op-eds

for Breaking Defense recommending major
changes to the Pentagon’s acquisition system,
Sen. John McCain lured Bill back to his old
job at the Senate Armed Services Committee.

Greenwalt rewrote the laws, shaking up Defense
Department acquisition. Bill is back, pointing

to new acquisition problems, this latest one

with his former employer—the Government
Accountability Office. It’s a doozy, as you’ll see.

Energy Department

It hasn’t attracted much attention but a seemingly
minor quasi-judicial ruling is a prime example of how

our acquisition system serves as a means to self-inflicted
unilateral disarmament.

Unless senior leadership in the Defense Department acts
in the next few weeks, this Government Accountability
Office’s (GAQO) protest decision in favor of Oracle and
against the Army and Transportation Command will ensure

that China will dominate the future military application
of quantum computing, artificial intelligence and machine
learning, data analytics, biotechnology, robotics and
autonomous operations. Even before the recent GAO
ruling the odds were daunting that the Pentagon could
pursue the right policies to compete and win in what is
now the arms race of the 21st century. Unless the Defense
Department engages, those odds just got perilously worse.

Why would such a seemingly mundane judgment have such
a wide-ranging impact? In one fell swoop, this decision

kills DoD’s ability to access Silicon Valley and the rest of
leading edge commercial innovators in the US and the free
world. While it may not be obvious to many, the only way
for the U.S. to compete with China in the next decade will
be to harness the engineering talent and the lead that the
commercial market currently has in emerging technologies.
To understand the significance of this, note that six out of
the eight technologies identified in the National Defense
Strategy as vital to future national security are being led

by the commercial marketplace. To provide for its security
the U.S. needs to find a way to partner and contract with
commercial companies that until now would not work with
the Pentagon because of its massive compliance requirements,
its excruciatingly slow acquisition and contracting processes
and the way it treats intellectual property.

OTAs (Other Transactions
Authority) are currently the

only way to remove the barriers
necessary to get these non-
traditional sources of innovation
to do business with the military.
Properly constructed, OTAs
help speed up the process,

Bill Greenwalt

respect a company’s IP through
negotiation rather than
regulatory fiat, and result in
contracting under commercial terms and conditions. Any
CEO of an advanced commercial technology company
understands all too clearly that contracting with the

U.S. military in any fashion besides an OTA probably
jeopardizes his or her company’s culture and technologies.
It is no coincidence that Elon Musk’s SpaceX would not
exist without NASA’s aggressive use of OTA authority
embedded in the Space Act of 1958. The expansion of OTA
and Experimental Authorities was one of the centerpieces
of the recent McCain acquisition reforms designed to
explicitly meet the threats posed by China and Russia. By
expanding OTAs at the Defense Department to correspond
to the authorities of the Space Act, Congress opened

the door to the creation of hundreds of new SpaceX’s to
disrupt the defense market by bringing in new competition
and innovation. This, because of GAQO’s intervention, will
likely no longer happen.

DEFENSE
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GAO DECISION THREATENS US MILITARY DOMINANCE;

REJECT IT

The implications of the GAO’s ruling are massive. it
essentially overturns the benefit of every ongoing OTA
conducted to date by declaring all production OTAs based
on these efforts cannot move forward. This is outrageous.
The law and DoD’s policy are clear that all OTA’s that
were awarded under competitive procedures are eligible

to continue on to production. The OTA award in question
that GAO based its judgment on originally had 21 bidders.
If that doesn’t meet the statutory criteria then nothing will.

Even worse, GAO now gives anyone, including parties that
have never bid on the original OTA, the ability to slow
down and stop future OTAs through the protest process.
The protester, Oracle, was not even among the original

21 bidders and yet GAO still decided to rule on the case.
Finally, GAO through this decision has inserted itself to
be the sole ruler on when a prototype is complete and
when, if ever, it can transition to production. Never mind
that the warfighter decides as in the case in question that a
capability developed under an OTA prototype has proved
itself and is worth buying quickly to save lives or provide a
military advantage, GAO believes only its lawyers are the
ones competent enough to do that.

Without the benefits of OTAs it now makes no sense for a
Silicon Valley firm to want to partner with the DOD under
current circumstances. The only way forward based on the
GAO ruling is to prepare to litigate one’s way through a legal
morass and hire an army of Washington consultants and
lawyers to navigate through a constantly changing compliance
process. Even if OTAs are somehow able to survive in a

more limited form, GAO by establishing a newfound protest
jurisdiction will ensure that OTAs will become more like the
traditional contracting process through a death by a thousand
cuts review process. GAO through its protest review of the
traditional acquisition system has no shortage of blame for
the inadequacies of the current process and the national
security risk is it will use the same criteria to judge OTAs as
it now does with traditional contracts. This type of review
will be the death knell of acquisition reform and the only real
winners here are China and Russia.

‘What can be done to alleviate this catastrophic decision
by GAO? The Trump Administration can first of all reject
the ruling. GAO’s protest decisions if mandatory would

be essentially unconstitutional, as they would constitute a
legislative veto over the executive branch. The legal fiction
to get around this situation is to make GAQO’s decisions
advisory and non-legally binding, but with reporting
requirements to Congress when a decision is not acted
upon. While rarely done, DoD should ignore this decision.
This could risk some congressional handwringing and
possible intervention—especially if the sponsor of the

protest continues to spend millions of dollars on a lobbying
and legal effort to eradicate OTAs — but it is better to
have that discussion and debate with Congress than to
accept this fait accompli. The question of Oracle’s motive
in this area is probably the subject of an entirely different
column, but as a one-time member of the innovative Silicon
Valley club, suffice it to say the company seems to have
seriously lost its way. It no longer is acting as the innovator
it once was nor is it serving the interests of the United
States with its actions.

An even bolder and more highly recommended move by
the Trump Administration would be to reject the right of
GAO to review any OTA in the future. During debates

on expanding OTAs, Congress did not consider nor grant
GAO any role in overseeing OTAs, which is why this GAO
action is so monumental. GAO has usurped greater power

over the acquisition system and the negative consequences
of this should be checked.

To address any legitimate concerns that OTAs might be
misused, the Pentagon should consider setting up a very
streamlined disputes mechanism to review their uses and
to listen to contractor concerns about either the process or
better alternatives.

Finally, the Defense Department must fix so-called
commercial item contracting, dealt with in FAR Part 12. This
is something the department should have done long ago. By
failing to implement the commercial reform laws passed on
the 20162018 NDAAs, Pentagon innovators have been forced
to use OTAs in cases where a reformed FAR Part 12 contract
could work just as well. By not acting on authority given them
by Congress to remove the barriers to FAR Part 12 contracting
that have arisen in the last decade, the department risks using
OTAs in the wrong situation. That could provide openings

to roll back reforms by special interests that prefer the status
quo.This should be fixed immediately.

Finally at GAO, the Comptroller General should get
involved and review the implications of this cloud decision.
When the protest division of GAO ignores the law and
makes procurement policy with profound national security
implications, GAO’s leadership should review it and act.
Until America’s national security situation improves, the
ability to use OTAs to experiment with new technologies
and acquisition approaches and processes to access new
sources of innovation should not be limited.

Bill Greenwalt, a defense consultant and senior fellow at the Atlantic Council, was
the acquisition policy staffer on the Senate Armed Services Committee for almost
a decade and served almost three years as deputy undersecretary of Defense for

industrial base policy.
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PERMANENT EVOLUTION:
SECARMY ESPER ON FUTURES
COMMAND (EXCLUSIVE)

By Sydney J. Freedberg Jr.

PENTAGON: When Army Futures Command stands up

in the summer of 2018, it won’t just be a new organization.

It’'ll embody a new way of organizing — and reorganizing,

and reorganizing again. The goal, Army Secretary Mark
Esper told me in an exclusive interview, is to keep adapting
to new challenges in a way that, while alien to the federal
government, is common to both frontline Army units and
the private sector.

A Marxist might call this “permanent revolution.” Esper’s
agenda isn’t quite so radical, though: Call it “permanent
evolution.” It’s about getting comfortable with change.
That’s something Pentagon bureaucracies generally don’t
handle well. Organizations created to drive change — the
Office of Force Transformation under Art Cebrowksi, the
Strategic Capabilities Office under Will Roper — can make
an impact for a time but often wither when they lose their

original, visionary leader, their high-level patron, or both.
Organizations that endure often become as hidebound as
the old order they replaced. So how can the Army ensure
Futures Command succeeds?

First do no harm, Esper told me
when we sat down in his Pentagon
office last week. “We’re not going
to migrate bad practices into
Army Future Command,” he said,
however time-honored those
practices are in the institutional

Mark Esper

Army. “We won’t create layer upon

layer, you know, the traditional

Army Secretary Mark Esper

councils of colonels and general officers’ steering
committee and this level and that level. It'll be a much
leaner type of organization.”

But org charts aren’t the solution, Esper said: Leadership
is. “The key thing is getting the commander right,” he
told me. “Part of what we want to do is make sure the
commander can put his touch on that and figure out the

best way to optimize this organization. So we have a game
plan, we have a developing organizational chart, but at the
end of the day the commander and the command will have
to learn what is the best way to wire this thing, to operate,
and to ensure that it’s effective as possible.”

“We have to be willing to operate in the grey
for some period of time until we find out what
works best,” Esper said. “We experiment, we
try, and we learn.”

Army Futures Command will be especially in flux for its

first year, between Initial Operational Capability IOC) this
summer and Full Operating Command (FOC) next year. But
even after that, Esper said, it needs to keep adapting in a way
Army bureaucracies traditionally have not.

“I’m not a carved in stone type of person. I think you
have to remain flexible to react to what happens in the
environment,” Esper said. “It’s probably fair to say, by
next summer, we should have worked out a great deal....
And over time, you want to continue to refine and make
changes.... so the concrete never really hardens.”

DEFENSE
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PERMANENT EVOLUTION: SECARMY ESPER ON FUTURES COMMAND (EXCLUSIVE)

Army Secretary Mark Esper (left) getting briefed on a self-driving
“leader-follower” autonomous vehicle (in background).

“That’s kind of my approach and that would be my direction
to the commander as well,” Esper said. “You've got to remain
open to change, you've got to remain flexible, you've to
remain accessible. That is the purpose of this command.”

ENTER THE MATRIX

How can Army Futures Command stay flexible? Esper draws
lessons from the two worlds he’s worked in beside the Army:
Capitol Hill and the private sector.

“Hill offices, committees are generally flat, so
you see a lot of efficiency,” said Esper, who’s
worked in both the House and Senate. “They

can move quickly. You have great access
to the boss.” That insight militates against
the traditional layers upon layers of federal
bureaucracy and Army commands.

Then, Esper continued, “in the private sector, you see a lot
of matrixed organizations.” In traditional bureaucratic or,
for that matter, military organizations, everyone working
in a given unit or activity reports to one boss, who reports
to his boss, who reports to another boss, on up the chain.
That structure makes who’s in charge very clear but
complicates collaboration on projects that cut across these
vertical “stovepipes.” By contrast, some 84 percent of

American workers now
belong to matrixed
organizations, in
which they report

to two bosses for
different purposes —
say the head of R&D
and the regional
manager for New York
— and each boss can
pull on talent from

Training & Doctrine Command headquarters
on Fort Eustis, Virginia. Much of TRADOC'’s
responsibilities for envisioning the future of the
Army will move to the new Futures Command.

multiple parts of the

company. This eases
collaboration at the
potential cost of clarity.

What parts of Army Futures Command will be matrixed?
‘While the full org chart isn’t yet final, at least one crucial
element of the command will definitely have a dual
reporting relationship. The Program Executive Officers

and subordinate Product Managers who actually contract

for, develop, and acquire weapons systems will report to the
general running Futures Command, but by law they must

still report to the civilian Service Acquisition Executive. The
Cross Functional Teams the Army has already created to
work on its Big Six modernization priorities are also matrixed

to a degree, since they bring together representatives from
multiple organizations to coordinate their operations under a
one or two-star commander.

Smoothly performing matrixed organizations “are very
comfortable and very practiced in working horizontally
and vertically and are very practiced in working amongst
changing teams based on the problem in front of you,”
Esper said. “I think that’s something we have to become
very nimble at.”

But government has tried matrixed organizations before, I
argued, with distinctly mixed results. And don’t matrixes
confuse the chain of command in a way that’s distinctly
uncomfortable for the military?

Not at all, argued Esper, who himself has served in the
regular Army, National Guard, and Reserve. “It’s not

unusual for Army leaders in a tactical environment to work
for more than one commander. We have that all the time.
What we do is OPCON units.” Army units reorganize in
the field all the time, what’s called “task-organization”: For
example, a tank battalion that needs to operate in a city
may get additional infantry from an infantry battalion.
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PERMANENT EVOLUTION: SECARMY ESPER ON FUTURES COMMAND (EXCLUSIVE)

Army Secretary Mark Esper speaks to soldiers at the National Training
Center on Fort Irwin, California

While a transferred unit may still report to its original
commander on matters of personnel, equipment, training,
and so on — Administrative Control or ADCON — it
gets its missions and operational orders from whoever has
Operational Control, or OPCON.

Army Futures Command needs to show the same kind of
flexibility, Esper argued. “You always have some folks that
wrestle with that type of structure,” he said. “It’s actually
not a new thing, in many ways, to the tactical Army, but
it is something we have to, again, adopt, embrace, and
become comfortable with in the institutional Army.”

JOINTNESS AND MULTI-DOMAIN

Army ATACMS missile launch.

Esper wants to improve coordination not only within the
Army but between the Army and the other services. He,
Navy Secretary Richard Spencer, and Air Force Secretary
Heather Wilson now meet every few weeks — without staff
— to discuss ways to work together, especially by combining
their efforts on R&D.

“l think setting the example goes a long way
in terms of building cooperation between the
services,” Esper said of the three secretaries’
“breakfast club.”

In particular, “Sec. Wilson, Sec. Spencer and I are fully
aligned in terms of the need to further cooperate on
building multi-domain operations,” Esper said. “We all see
that as the future. That’s the way to go.....We’ve had that
discussion in meetings larger than the three of us, with the
Secretary (of Defense, Jim Mattis).”

Traditional jointness calls for the services to split up the
world so they don’t get in each other’s way: Army takes
the land and enough airspace above for helicopters, the
Navy takes the sea and divides airspace with the Air Force,
and so on. But the emerging concept various called multi-
domain operations, multi-domain battle, or multi-domain

command and control — depending on who’s talking —

calls for the services to operate beyond their traditional
domains. The Army, for example, could launch anti-ship
missiles from shore to help the Navy, blitzkrieg anti-
aircraft batteries to help the Air Force, or disrupt enemy
networks with jamming and cyber attacks.

Much of the move to multi-domain operations is a matter
of institutional culture, doctrine, and tactics. But fully
realizing the vision will also require new technologies,
like anti-ship missiles for the Army. The three service
secretaries are coordinating their investments.

“We’ve identified some technologies that are common and
important to us all: hypersonics, directed energy, artificial
intelligence, robotics,” Esper said. “Those are the areas
where we’re talking with the deputy secretary of defense
(Patrick Shanahan) and Dr. Mike Griffin (under secretary
for research & engineering) about how do we leverage each

individual (service’s) work, how do we make sure that we’re
cooperating with one another, how does R&E kind of help
facilitate that cooperation.”
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PERMANENT EVOLUTION: SECARMY ESPER ON FUTURES COMMAND (EXCLUSIVE)

“We still have our own budgets, we still have
our own priorities, but the degree we can
cooperate, work together, share our findings,
share our research, it allows us all to advance
a lot more quickly,” Esper said.

The Army Secretary is acutely conscious that he may be
modernizing on borrowed time. “I’m unsure of funding
in 20 and beyond,” he said, when the current budget deal
expires and the Budget Control Act, aka sequestration,
returns in full force. “While I have two good years,” he
said, “I want to use these two good years to work and to
find efficiencies to free up as much money as I can.”

Even if the Army cuts lower-priority programs and
streamlines services, however, Esper doesn’t see it being
enough to insulate the Big Six priorities from a full-scale
return of BCA spending caps, he said: “If sequester returns,
it will be devastating to our readiness approach, (and) it

will certainly affect our modernization plans.”
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CHINA LOVES DOD

ACQUISITION CULTURE,

SAYS R&D CHIEF

GRIFFIN; HE LOVES

HYPERSONICS

By Paul Mcleary

WASHINGTON: Michael Griffin is a man in a hurry.

The former head of NASA and now the Pentagon’s new
undersecretary for research and engineering, Griffin used
his first public comments since starting his job to deliver

a scathing critique of how the military develops and buys
equipment, saying old rules and regulations “are going to
have to take a backseat” in the face of the United States
doing everything it can to keep ahead of China and Russia.

At the top of his list is development of hypersonic missiles.

“l plan to create new budget lines that may not
yet exist,” Griffin told a defense industry crowd
at the McAleese/Credit Suisse summit here. “The
United States is not yet doing all that we need to
do to respond to hypersonic missile threats,” he
said. “l did not take this job to reach parity with
adversaries, | want to make them worry about
catching up with us again. Any American, any
ally or partner that we have who doesn’t see it
that way, | don’t have time for you.“

It’s not clear how Griffin will add new lines to the current
budget, already packed with new modernization programs
and bristling with refit and sustainment dollars that had
been neglected in recent years. But he said he’s working
on moving things around in the 2019 budget. Congress
may have to play a role, depending on how and how much
Griffin wants to move things around.

Michael Griffin during NASA days

There is already $257 million on the books for DARPA and
the Air Force to conduct research on hypersonic missiles, a
whopping 136 percent increase over the 2017 budget. Current
plans call for an “operational prototype” due in 2023.

A B-52 prepares to launch the X-51 “hypersonic” test vehicle.

But it’s not clear that is fast enough for Griffin. Equally
unclear is what congressional appropriators will have

to say about making more room in an already crowded
budget. But as both Pentagon and congressional leaders
have said in recent months, there is an increasing gap
between American capabilities and those of its closest peer
competitors, Russia and China.

The Chinese have conducted 20 times more hypersonic
missile technology tests than the United States in recent
years, Griffin said. Just last week, Russian President
Vladimir Putin boated that his country had developed

a hypersonic cruise missile, which he claimed is now
undergoing trials. The announcement increased fears in
‘Washington that the Americans had fallen behind. Speaking
to reporters in January, vice chairman of the Joint Chiefs
Gen. Paul Selva admitted “we have lost our technological

advantage in hypersonics.”
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CHINA LOVES DOD ACQUISITION CULTURE, SAYS R&D

CHIEF GRIFFIN; HE LOVES HYPERSONICS

That gap, Griffin claimed, creates instability. If the Chinese
started throwing hypersonic missiles at American bases in
the Pacific and sinking carrier strike groups, “our only

response is to let them have their way or go nuclear. That
should be an unacceptable situation for the United States —
it invites bad behavior by adversaries.”

All of which is to say that the Pentagon is looking toward
Beijing as its primary challenge in the near-term. Air Force
Secretary Heather Wilson crystallized this last month when
she said that her service focuses “primarily on China in the
Air Force because they are modernizing much more quickly
than Russia, so for us that is the pacing threat.”

Griffin picked up the theme, adding that given years of
failures in the Pentagon’s acquisitions system, “the Chinese
love our acquisition system. They are the biggest fans of
our acquisition there possibly could be.”

Corrected Wednesday 8:00 am: Griffin said China bad conducted 20 times as many
bypersonics tests as the US, not 20 percent more as in the initial version of this article.

On Monday, Beijing announced an 8 percent military
budget increase for 2018, and Griffin observed that “China
has set itself on the course of becoming our primary
adversary.... They don’t make a big show out of it, they just
work quietly. They are pouring hundreds of billions of
dollars into it.”

Conversely, the decades-long postwar
American technological advantage has been
slipping. “Our generation has been busy
wasting that away,” Griffin said. “We have
deficits. We have entitlements. We have wars
in the Middle East....We thought we would
never have another [peer] adversary.”
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OUR ARTIFICIAL
INTELLIGENCE ‘SPUTNIK

MOMENT’ IS NOW:

ERIC SCHMIDT &
BOB WORK

By Colin Clark

WASHINGTON: When former Deputy Defense Secretary

Bob Work heard the head of Google’s parent company, Eric
Schmidt, say that America needs a national strategy for
developing Artificial Intelligence, one image sprang to his
mind’s eye.

“The image that popped into my mind was of
Nikita Khrushchev banging his shoe in the
UN and saying, ‘We will bury you,” Work said.

Work told

me Schmidt
was “absolutely
right” to call for
America to come
up with its own
strategic plan to
boost its work
on Al, as China
recently did. “As
Eric said, the US does not have a coherent strategy” for
developing A, said Work, father of the Pentagon’s Third

Offset Strategy:.

Former Deputy Defense Secretary Bob Work

China has announced an AT strategy designed to assure it
will be dominant in the host of technologies by 2030.

“If you believe this is important, as | believe,
then we need to get our act together as a
country,” Schmidt said this morning.

Eric Schmidt

In a Q and A session at the event organized by the Center
for a New American Security, Schmidt said he thought

the US will maintain its lead over the People’s Republic of
China for the next five years, but he expects China to catch
up about then and pass us “extremely quickly.”

How important does China think AT can be? Work told

me the Chinese estimate they can boost economic growth
with Al by 26 percent by 2030. “It’s quite stunning,” Work
said. And, of course, the PRC’s government has published a
national strategy and released it to the world.

What'’s the best response by the United States, I asked
Work after Schmidt spoke. The federal government needs
to answer this question at its highest levels, as happened
after the Soviet Union stunned the world and launched the
first satellite, Sputnik, Work said. This is not something the
Pentagon can fix by itself.

The US should, at least, offer a free education “a free

ride” to promising Al students, the former deputy defense
secretary said. In return, they would agree to serve in

an Al reserve corps, something like a cross between

the Reserves and National Guard. They could work for
Alphabet, Facebook or any other company and make lots of
' " ] money while also
providing their
unique skills to
their country.

A colleague and
I pressed Work,
asking him if

America was
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OUR ARTIFICIAL INTELLIGENCE ‘SPUTNIK MOMENT’ IS

NOW: ERIC SCHMIDT & BOB WORK

likely to undertake such a major effort, barring a catalytic
event that strikes fear into the voting public, as Sputnik did.
His reply is worth noting:

“If we wait for the Sputnik moment, we will
be too far behind.”

In related news, Work said he understands the Algorithmic
Warfare Cross-Functional Team is on track to deploy its
first algorithm by December to sort through vast amounts
of video collected by surveillance drones, a flood of data
that’s overwhelming human analysts. Schmidt made the
point during his remarks that the Defense Department
wastes the talents of many of its highly trained personnel
watching video screens and typing information from one
system into another. That is exactly the sort of important,
but mundane and mind-deadening work that Als can take
over from humans, Schmidt said.

Finally, Schmidt, one of the few top software or social
media executives to openly work with the Pentagon as
chairman of its Defense Innovation Advisory Board,

also made the point that the United States risks much
by excluding talented immigrants from the country.
“Shockingly, some of the very best people are in countries
where we won’t them into America.”

Iranians, for example, are some of “the smartest and top
computer scientists in the world,” he said. He'd love to hire
many of them, but Trump administration policies make this
extremely difficult. “It’s crazy not to let them in,” Schmidt said.

The president today slammed the immigration laws that
allowed the coward in New York who killed people with his
truck to enter the country. The person is from Uzbekistan,
which, of course, isn’t on the administration’s list of
countries whose citizens were effectively barred from the
US by Trump’s September executive order. (The judiciary
has, so far, barred the administration from executing the
order.) As a reminder, the order targets Iran, Libya, Syria,
Yemen, Somalia, Chad and North Korea. Chad, of course,
had provided extensive help to the US and allies in the fight
against terrorism in Africa. And who can count the number
of North Koreans streaming into the United States?
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PENTAGON’S TOP ACQUISITION JOB GONE,
RESHAPED IN DEFENSE POLICY BILL

Frank Kendall

By Colin Clark and Sydney J. Freedberg Jr.

WASHINGTON: The post of undersecretary of defense
for acquisition, technology and logistics, currently held by
the estimable Frank Kendall, will be no more come 2018.

A Senate staff member confirms that the post will continue
through 2017, according to language in the 2017 National
Defense Authorization Act to be unveiled this afternoon.
But the position disappears and is split into pieces in
February 2018, “and is renamed the USD R&E (Research
and Engineering) and will remain #3 in the Department.
At the same time (02-18) a second position is created —
USD Acquisition and Sustainment. All current political
positions under AT&L have been abolished,” the staffer
writes in an email.

The Pentagon must “review and report back to us

on the ideal reorganization structure below the two
undersecretaries, but in the first year we are giving the
Department the complete flexibility to remake the OSD
acquisition function as it sees fit,” the aide writes.

The move did not attract positive comment from the two
sources I reached.

“We tried this in 1985. Secretary Weinberger
split off Acquisition from R&E and combined
it with Logistics from Manpower. Aimost
immediately the two organizations began
fighting one another over who was in charge
of which milestone decisions,” David Berteau,

head of the Professional Services council
and recently a senior Pentagon acquisition

official, writes in an email.

“The deputy secretary resolved the conflict by moving

all decisions up to him. This led directly to the Packard
Commission recommendation and Goldwater Nichols
enactment of a single unified under secretary. A similar
outcome is likely under the new arrangement, and to date
there has been no clear statement of what problem this
organizational break up will solve.”

So, why split this position? Congress is notorious for trying
to reform through reorganization, with mixed results —
witness the decade-plus of dysfunction at the Department
of Homeland Security — but Hill staff briefing the press
today argued the current bureaucratic set-up in the
Pentagon had to change.

How many companies have their R&D chief and their
procurement chief be the same person? None, said one
senior armed services committee aide. The cultures are
too different: R&D requires risk-taking and innovation

to get new technology, acquisition requires a steady hand
and certainty to get low cost. That’s why AT&L must be
broken up, restoring the Research & Engineering job that
previously existed in the Pentagon and giving steady-state
acquisition its own, separate organization.
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PENTAGON’S TOP ACQUISITION JOB GONE,

RESHAPED IN DEFENSE POLICY BILL

That said, the armed services committees don’t want

to impose such a major organization change on a new
administration that already has enough to do with its
transition, which is why the bill would give the Pentagon
until February 2018 to implement the split. Conversely,
the bill also let the Trump Administration implement the
change immediately if desired.

The suspended sentence also gives a whole legislative cycle
to tweak the reform plan. There’s already a major question
mark that the armed services committees plan to take up
next year, the staffers said. Research, development, and
engineering activities clearly go to the new undersecretary
for R&E, procurement and sustainment go to the
undersecretary for acquisition, but there’s an alphabet soup
of other agencies reporting to ATL on everything from
missile defense (MDA) to information technology (DISA) to
contract management (DCMA), and it’s not clear where they
should go. Creating a third undersecretary to supervise them
is on the table, the staffers said.

John McCain

Sen. John McCain pushed this one hard. When I asked
him about his reforms in June last year — which did not
yet include abolishing the ATL position — he said this:

“l say to them I’d be glad to provide a long

list of programs and the cost overruns
associated with those programs, the absolutely
outrageous overruns and even failures
completely of various programs for the last
10 years. Future Combat System — we’ve
never seen a single result. The [USS] Gerald
R. Ford: $2.4 billion overrun and that overrun

is not over yet,” McCain replied at an event
hosted by the American Action Forum.

“Anybody who believes, as they seem to in

ATL, that the status quo is satisfactory [—]
they’re not reflecting the concerns of the
taxpayers of America.”

DEFENSE

17



https://breakingdefense.com/2015/06/cut-pure-overhead-navy-sec-mabus-says-dfas-dla-dote/
https://breakingdefense.com/2015/06/cut-pure-overhead-navy-sec-mabus-says-dfas-dla-dote/
https://breakingdefense.com/2016/07/missile-defense-rd-getting-short-shrift-csis/
https://breakingdefense.com/2015/06/disa-likely-to-lose-commercial-satcom-role-to-smc/
https://breakingdefense.com/2015/06/sen-mccain-to-kendall-10-years-of-absolutely-outrageous-overruns-failures/
https://breakingdefense.com/2012/06/total-cost-to-close-out-cancelled-army-fcs-could-top-1-billion/
https://breakingdefense.com/2015/10/acquisition-screw-ups-like-ford-carriers-predictable-congress-isnt-fixing-them-says-gao/
https://breakingdefense.com/2015/10/acquisition-screw-ups-like-ford-carriers-predictable-congress-isnt-fixing-them-says-gao/
https://www.americanactionforum.org/event/fred-malek-lecture-series-featuring-senator-john-mccain/

#‘f

J- V4 _

"

S

MILLEY ANNOUNCES BIGGEST BUYING
SHIFT INNMAOYEARS: ARMY WILL-GET
WEAPONS THE SOCOM WAY

By Sydney J. Freedberg Jr.

AUSA: The Army will start buying weapons the way Special
Operations does, Army Chief of Staff Mark Milley told
reporters here, bringing different specialists together in one
streamlined team. The often-insular Army is also studying the

other services, Milley said, particularly the rapid development
of the nuclear Navy under legendary Adm. Hyman Rickover. A

three-star officer, Lt. Gen. Ed Cardon, is currently developing

detailed options, and Milley hopes to stand up “this new
command” by summer 2018.

] The primary objective:

|

Infuse real-world combat
experience into every step
of the process. “Warfighters
have to be intimately
involved from the front end,
(in) Milestone A (research)
and B (development),” Under

Secretary of the Army Ryan
McCarthy told a different
group of reporters. That’s

Under Secretary of the Army
Ryan McCarthy

in contrast to the current
“bifurcated” system, in
which combat veterans,
requirement writers for what new equipment must do,
the program managers who actually build things, and the
logisticians who keep them running are segregated in
different bureaucracies.

Gen. Mark Milley

The new system will draw on the experience of Special
Operations Command and other small, streamlined
organizations — such as the Army’s own Rapid Capabilities
Office (RCO) and Rapid Equipping Force (REF). They
will try to scale that up to the Big Army, McCarthy said.
For each top priority program, a former combat brigade

commander will lead a “cross functional team” of concept
and requirements developers, program managers, testers,
logisticians, and so on.

McCarthy emphasized that the Army isn’t asking for new force
structure, just reorganizing what it has, and legally mandated
reporting requirements will remain in place. Program managers
will participate on the new teams, for example, but they’ll still
answer to the Assistant Secretary of the Army for Acquisition,
Technology, and Logistics (ASAALT).

Will the Army need new legal authorities or
relief from existing statue? “l don’t know,”
McCarthy said frankly, but he’s already been
talking with legislators and their staff.

One change defense contractors will appreciate: McCarthy
is working with the Undersecretary of Defense for
Acquisition, Ellen Lord, to change an unpopular policy

on companies’ Independent Research And Development
expenses. The intent, he told a formal press conference
here, is to give companies incentives to spend their own
money in IRAD, which benefits the troops, instead of
sitting on cash and buying back their stock, which doesn’t.
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MILLEY ANNOUNCES BIGGEST BUYING SHIFT IN 40 YEARS:

ARMY WILL GET WEAPONS THE SOCOM WAY

Training & Doctrine Command (TRADOC) headquarters on Fort Eustis, Virginia

NEW MODEL ARMY

All told, it’s an all-out assault on the slowest and most
sclerotic of military bureaucracies (which is really saying
something), the Army’s acquisition system. Milley said it

would be “the largest reengineering of the institutional
Army in four decades.”

Milley repeatedly emphasized that 40-year figure. Why?
He’s referring to the 1973 reform by his famed predecessor,
Gen. Creighton Abrams, that established a separate
Training & Doctrine Command (TRADOC) to oversee

all training, write all doctrinal manuals, and develop
requirements. Once TRADOC writes requirements,
however, they’re handed to Army Materiel Command
(AMC) and the ASAALT, who actually research, develop,
buy, field, and sustain the equipment in question.

Getting requirements
right is difficult for any
military organization,
but only the Army has
to struggle with such a

TRADOC leaders have
publicly acknowledged

the process must change.
One plausible rumor
we’ve heard is that a
new “Modernization
Command” will be

built by combining
TRADOC’s Army

Gen. Creighton Abrams,
Army Chief of Staff 1972-1974

stark bureaucratic divide.

Capabilities Integration Center (ARCIC) and AMC'’s
Research & Development Command (RDECOM),
probably along with elements of Army Test & Evaluation
Command (ATEQ).

The proposed reform is outlined very vaguely in a memo
co-signed by Gen. Milley and Sec. McCarthy, first reported by
our colleague Patrick Tucker. “Our processes are staff-centric
and often stove-piped, which inhibits integration within

our across programs. Our requirements process is slow and
overly bureaucratic,” the memo says. To fix this, “our Army
will establish unity of command and unity of effort that
consolidates the modernization process under one roof.”

At a press conference here, Milley and McCarthy declined
to divulge many details of the plan. The reorganization
scheme is being developed by a task force under Lt. Gen.
Ed Cardon, who reports back in 120 days. But Milley
shared more of his thinking to reporters who caught him
on his way out, to the visible frustration of the aides trying
to keep him on schedule:

“If you want to see the genesis of the model that we’re
thinking about, go take a look at how SOCOM does their
thing, because that’s where we got a lot of the ideas,” Milley
said. “We looked at the way the Air Force does it, the Navy
does it, (including) the navy in the nuclear environment,
y’know under Rickover, (and) we went out to industry... we
looked at all of that and tried to take best practices.”

“We’ve got to streamline, we’ve got to
rationalize,” Milley said. “Right now, the
Army’s structure — the institution, the
processes, the organization (is) not coherent
to deliver effective capabilities for the future.”

“With a few exceptions like the ARCO (Army Rapid
Capabilities Office) and the REF (Rapid Equipping Force),
we’re basically a left-right-left, step-by-step process going
from an idea, establishing a requirement, writing up a
big requirements document, and then vetting it through
multiple steps,” Milley said. “It takes 10, 20 years to go
from idea to delivery of a capability. You just can’t operate
like that in today’s world. You just can’t do it. It’s got to
be faster, it’s got to be streamlined, it’s got to be more
coherent, and we’ve got to kind of bring it all together.”
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THUNDERDRONE:
BEST NAME EVER,
BUT WHAT IS |T?

By Colin Clark

HOLLOMAN AFB: We first heard about ThunderDrone
from Air Force Secretary Heather Wilson, who told a
mystified audience that the Air Force would take part in an
event none of us had ever heard of.

“In two months, we’re going to have a big
competition. They’ve rented out a big
warehouse,” Air Force Secretary Heather Wilson
said here during her speech kicking off the Light
Attack Experiment. “It’s a rapid prototyping

event, and basically it’s to investigate swarms
and platforms and effects and data science of
small unmanned aerial vehicles. There’s even
one (event) that says, ‘Ok, bring your stuff, we’ll
see who the last drone standing is.”

Wilson obviously considers ThunderDrone another example
of the service’s pursuit of disruptive and useful technologies.
So we kept asking three and four-star generals at the Light

Attack Experiment here, what is ThunderDrone? They all
deferred to the secretary.

Luckily, the Internet revealed all. OK, at least a bit. It’s being
managed by an organization called SOFWERX on behalf of
Special Operations Command (SOCOM).

SOFWERX was created by the Doolittle Institute, a
Florida nonprofit with a license to use Gen. Doolitle’s

DARPA’s Gremlins program concept

Air Force Secretary Heather Wilson

name. The five-year-old institute was clearly created to

help SOCOM push the technology envelope “and find
solutions to the toughest Science and Technology challenges
while championing science, technology, engineering and
mathematics education for all levels of society.” The goal

of SOFWERX is “to assist with collaboration, innovation,
prototyping and exploration with industry, labs and academic
partners.” They’ve got two facilities in Tampa. One is a
10,000 sq. ft. facility “designed for collaboration, innovation
and modest rapid prototyping,” and the other is a 4,000

sq. ft. “garage designed for rapid prototyping with modest
collaboration and innovation capabilities.”

The material online says the “high-intensity, short-duration
collision event” known as ThunderDrone (we can’t use the
name often enough) focuses on swarm technologies. The

drones they want to see will use modular payloads, capable
of ISR, jamming and counter-drone activities. The final event
on Nov. 1-3 will test the various contenders. It is, refreshingly,

called a “prototype rodeo.”
BREAKING
DEFENSE

20



https://www.sofwerx.org/ThunderDrone/
https://breakingdefense.com/2017/06/new-secaf-extols-high-tech-but-wheres-the/
https://breakingdefense.com/2017/08/light-attack-competition-air-force-mccain-tout-acquisition-experiment/
https://breakingdefense.com/2017/08/light-attack-competition-air-force-mccain-tout-acquisition-experiment/
https://breakingdefense.com/tag/innovation/
https://www.sofwerx.org/
http://doolittleinstitute.org/
https://breakingdefense.com/2015/12/robot-wars-centaurs-skynet-swarms/
https://breakingdefense.com/tag/intelligence-surveillance-and-reconnaissance/
https://breakingdefense.com/tag/electronic-warfare/
https://breakingdefense.com/tag/c-uas/

RAYTHEON

JOINS THE

MULTH DOMAIN

BAND

By Colin Clark

SPACE SYMPOSIUM: Opver the last 18 months the Air
Force and Army have charged ahead on multi-domain

warfare and only Lockheed Martin has spoken publicly about
its efforts to win related contracts. Recently that changed,
and Raytheon’s VP Todd Probert sat down with me to
discuss how important Multi Domain is to his company.

Raytheon appears to have taken a very different tack from
Lockheed’s, working very closely with the Air Force’s air
operations centers, building apps to automate many of the
functions that are currently done through chat rooms or,
yes, by hand.

Perhaps the best known of these efforts has been the tanker
planning app they designed, but the company, Probert said,
has also worked closely with airmen to build a number of
similar apps, trying to find out what the Air Force needs
and then using DevOps and other automated software
approaches to build apps quickly and flexibly.

In the good old days, for example, airmen doing Battle
Damage Assessment (BDA) would have to request data

and often photographs of the target. These were carried by
hand and often requested in writing. The company has built
a BDA app to allow automatic completion of the forms and
much faster transfer of the data. Another one they’ve built
does Dynamic Targeting, developed in a similar fashion.
They haven't yet built a great deal of Artificial Intelligence
(AD into the apps but they’re beginning do so, the VP

for mission support and modernization told me: “We’re
looking toward AI. At the end of the day, it’s about data.
It’s about speed. It’s about automation.”

The DevOps software approach, disseminated throughout
Raytheon after the OCX team discovered its effectiveness
and proved it to the Air Force by fixing their troubled
program, is key to what Probert and others at Raytheon
are doing. He said the company has, as has Lockheed,
established a sort of steering board across the company to
capture multi domain opportunities.

At the center of this effort is, of course, the
Air Force’s effort to build what they call Multi
Domain Command and Control (MDC2), as
Breaking D readers know better than anyone.
But it’s not just the Air Force. The Army,
which has championed multi domain warfare
for almost two years, is also beginning to
pursue some similar acquisition programs.
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